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What are Biometrics? 
Biometrics are a form of identity recognition and are used as a form of access control in the context of the 
library system. In order to comply with Data Protection policies we must have a Biometrics policy in place at 
school. The biometric system is only used for managing books being issued from the library and returning 
the books after use.  
 
How does biometric technology work in the context of the library system?  
The biometric device does not take an image or photograph of the users' fingerprint. Instead, it creates a 
mathematical template against a finger and converts this to a long number. This number is then encrypted 
for further security to ensure that this data could never be compromised. Because of the method that this 
system uses, it is not possible to create an image of the original print based on this stored number. The 
data held cannot be used to recreate a fingerprint image, nor can it be used in a forensic investigation. 
 
Once a child leaves school and their record is deleted from the main library database, the biometric data is 
immediately deleted by the librarian. This also happens when a child leaves the school mid-year. 
Therefore, a number is only stored for people who are actually at the school and no biometric records are 
retained for leavers. This is checked each year by the Library Manager. 
 
Protection of Freedoms Act 2010-12 As of the 1st of May 2012, it is a requirement that in order for a 
school to retain fingerprint biometric data, the school must obtain parental consent before processing 
biometric information. This act of parliament (law) came into effect from September 2013. Details can be 
found at: http://services.parliament.uk/bills/2010-12/protectionoffreedoms.html 
 
What are the benefits of using a biometric system for the management of the library facility? 

 Reduction in queuing time; 

 Reduction in administration time and cost dealing with lost and/or incorrectly scanned books; 

 Raising the profile of the library and reading through the use of exciting technologies 
 
Westwood First School will comply at all times with the Data Protection Act and with the guidance given by 
the Information Commissioner’s Office regarding the use of biometric data. 
 
How will consent be sought from the parents / carers?  
A letter will be sent out to parents asking for consent. The permission slip will be completed and returned to 
school. Only once permission is gained can the children can start using the biometric system. If permission 
is not given then the child will not be able to use the biometric system, they will use a card system instead. 
The original written consent is valid until such time as it is withdrawn. However, permission can be 
withdrawn at any time by either parent. 
 
Who is responsible for managing the biometric system? 
The librarian is responsible for setting up children on the system and for deleting children’s details at the 
end of Year 4 or when a child leaves the school. 
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